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1.0 Data Protection Policy 

  
1.1 This policy provides guidance on the protection of information and the entitlements provided 

for in the Data Protection Act, 1998. It is intended to give general guidance to Eclipse Care’s 

Service Managers, and other employees and should not be regarded as a complete or 

authoritative statement of the law. 

 

1.2  Developments in legislation or case law that affect the rights of Eclipse Care’s employees or 

Service Users will be incorporated into review and amendment of this policy.  

 

2.0 Policy Objectives  

  

2.1 This policy aims to set broad parameters within which service systems can operate and the 

guidance detailed here-in is given to assist Service Managers in ensuring Eclipse Care’s 

compliance with the requirements of Data Protection Act, 1998. 

 

2.2 Implementation of this policy will ensure Eclipse Care’s compliance with Regulation 17: Good 

Governance (Health and Social Care Act 2008 (Regulated Activities) Regulations 2014 (Part 3) 

which requires that Eclipse Care: 

 

17(2)c  maintain securely an accurate, complete and contemporaneous record in respect of 

each Service User, including a record of the care and treatment provided to the 

Service User and of decisions taken in relation to the care and treatment provided; 

 

17(2)d maintain securely such other records as are necessary to be kept in relation to: 

 

(i) persons employed in the carrying on of the regulated activity, and 

(ii) the management of the regulated activity 

 

2.3  Records relating to the care and treatment of each person using the service must be kept 

and be fit for purpose. Fit for purpose means: 

 

• Records should be accessible to authorised people as necessary to deliver people’s care 

and treatment in a way that meets their needs and keeps them safe. This applies both 

internally and externally to other organisations. 

• Be created, amended, stored and destroyed in line with current legislation and nationally 

recognised guidance. 

• Be kept secure at all times and only accessed, amended, or securely destroyed by 

authorised people. 

 

2.4  Systems and processes must support the confidentiality of people using the service and not 

contravene the Data Protection Act, 1998. 

 

2.5  Records relating to people employed and the management of regulated activities must be 

created, amended, stored and destroyed in accordance with current legislation and 

guidance. 

 

2.6 Records relating to people employed must include information relevant to their employment 

role. 

 

3.0 Policy Scope 

 

3.1  This policy relates to the protection of both paper and electronic records so that personal 

data is held securely in accordance with the requirements of the Data Protection Act, 1998. 

 

3.2 This policy should be read in conjunction with Eclipse Care’s Policy on Confidentiality. 
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4.0 General Principles 

 

4.1 Eclipse Care will maintain all confidential and / or sensitive data of the following types in 

accordance with the Data Protection Act, 1998: 

  
• Personnel / employee administration information pertaining to current, past or potential 

directors, officers, employees, temporary employees, or voluntary workers;  

• Information pertaining to current, past or potential consumers of Eclipse Care’s services;  

• Information pertaining to current, past or potential suppliers of goods or services to 

Eclipse Care.  

   
4.2 use of personal data will comply with the eight Endorsable Principles of good practice 

define within the Data Protection Act, 1998: 

 

Personal data: 

 

• Shall be processed fairly and lawfully 

• Shall be obtained only for one or more specified and lawful purposes, and shall not be 

further processed in any manner incompatible with that purpose / those purposes. 

• Shall be adequate, relevant and not excessive in relation to the purpose or purposes 

for which they are processed. 

• Shall be accurate and, where necessary, kept up to date. 

• Processed for any purpose or purposes shall not be kept for longer than is necessary 

for that purpose or those purposes. 

• Personal data shall be processed in accordance with the rights of data subjects under 

the Act. 

• Appropriate technical and organisational measures shall be taken against 

unauthorised or unlawful processing of personal data and against accidental loss or 

destruction of, or damage to, personal data. 

• Personal data shall not be transferred to a country or territory outside the European 

Economic Area, unless that country or territory ensures an adequate level of 

protection of the rights and freedoms of data subjects in relation to the processing of 

personal data. 
 

4.3 Eclipse Care will ensure that all persons responsible for the development, maintenance, use 

of, analysis of or disclosure of confidential and / or sensitive data shall be trained in the 

requirements of the Data Protection Act 1998. 
 

4.4 Eclipse Care will ensure that all employees, temporary employees, voluntary workers, and 

Individuals who use our advocacy services have adequate complaint procedures in the event 

that they believe that Eclipse Care is contravening the Data Protection Act 1998 in respect of 

personal information about them held by Eclipse Care in data storage including electronic 

storage formats. 
 

4.5 For employees, voluntary workers, the standard employee grievance procedure will be 

considered the appropriate vehicle for complaint in relation to matters of contravention of 

Data Protection Policies. 
 

4.6 For Individuals who use our services, the standard Formal Complaints procedure will be 

recommended as the appropriate vehicle for complaint.  
 

4.7 Eclipse Care shall maintain proper registration with the Information Commissioner’s Office as 

a Data User under the Data Protection Act 1998.  
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5.0 Procedure 
 

‘Unless disclosure of identifiable information is required by law or the courts, can be justified 
as sufficiently in the public interest to warrant breach of confidence, explicit consent is 
required’ 

 

5.1 The term ‘in the public interest’ includes the interests of the Individual concerned, most notably 

in cases of suspected abuse. In the case of suspected abuse, Employees must not confuse 

Confidentiality with Secrecy – Promises will not be made to keep information a ‘secret’, rather 

that it will be kept confidential. This means that only those that need to know the information, in 

order to protect and maintain the individual’s health and wellbeing, or that of another individual, 

will be informed. 
 

5.2 Employees are informed of the need for confidentiality via initial employment offer letters and 

job descriptions, as well as during induction training and on-going training such as 

Safeguarding of Vulnerable Adults. This training is supported by day to day practice, and 

managerial leadership. 

 

5.3 Service Users shall be kept informed of the outcome of all confidential discussions by Eclipse 

Care concerning them, and will be made aware of their choices. 
 

5.4 Disclosing and using information with personal details will be carried out with appropriate care. 

This will include using fax headers to obscure any personal information, Private & Confidential 

marked envelopes, the use of secure e-mail systems Etc. 
 

5.5 Third party information that is not required in a disclosure will be removed, unless consent is 

gained for it to remain. 
 

5.6 Documents containing any service user information are physically secure when not in use. i.e. 

in a locked cabinet or document storage facility. Exceptions to this requirement will be where 

records (e.g. Care Plans) are kept in a Service User’s own home, where records are 

considered to be the property of the Service User.    
 

5.7 Service users have the right to access their personal records at any time and may do so by 

verbal request. 
 

5.8 Employees will always consult a Service Manager if they are unclear with respect to any item 

concerning confidentiality, or when made privy to confidential information that may have legal 

and / or criminal connotations (e.g. if a service user confides that they have allegedly been 

subjected to sexual abuse by a supporting staff member). 
 

5.9 Limits of confidentiality are defined in the ‘No Secrets’ Department of Health document as well 

as Eclipse Care’s Safeguarding of Vulnerable Adults Policy. (Policy 002) 

 

5.10  Data held by Eclipse Care on its computer systems will be backed up at regular intervals 

with a period of no longer than 2 weeks passing between backups. 

 

5.11 Data backups will be held on a secure hard drive which is securely stored at Eclipse Care 

main office.  

 

5.12 Only the data protection officer William McDonald or appointed individual is authorised to 

create data backups  

 

5.13 Any staff member found to be making ant unauthorised back ups of company data will be 

subject to Eclipse Care disciplinary procedure.  
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6.0 Training 
 

6.1  All of Eclipse Care’s employees will receive training in data protection and the requirements 

of the Data Protection Act 1998 that relate to their role and duties. 
 

6.2 Training on Eclipse Care’s Data Protection Policy will be included in the induction of all new 

employees and in-house refresher training sessions will be conducted at least annually for all 

relevant employees. 
 

 

 

 

 

 

 

7.0 Policy Review  
  

7.1 This policy will next be reviewed in 2019; thereafter the policy will be reviewed in 

accordance with changes to legislation and guidance regarding the protection of data or 

every 5 years (whichever is the shortest period). 

 

7.2  The date of the next review is detailed at the end of this document. 

 

7.3 Changes to the policy as a result of review will be communicated to all staff. 

 

8.0  Ratification 

 

8.1  This policy is ratified in accordance with governance arrangements detailed within Eclipse 

Care’s policy on Policy development and Management: 

 

Authored By Emma Dennis 

Ratified By Board of Directors 

Status of Document Final Draft  

Date of Ratification 09/2017  

Date of Next Review 09/2022 

 


